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ABSTRACT

In this paper, we show that the Chinese standard block cipher SM4 is vulnerable to the side channel attacks and present
a countermeasure to resist them. We firstly validate that the secret key of SM4 can be recovered by differential power
analysis(DPA) and correlation power analysis(CPA) attacks. Therefore we analyze the vulnerable element caused by power
attack and propose a first order masking-based countermeasure to defeat DPA and CPA attacks. Although the proposed
countermeasure unfortunately is still vulnerable to the profiling power attacks such as deep learning-based multi layer
perceptron(MLP), it can sufficiently overcome the non-profiling attacks such as DPA and CPA.
Keywords: Side-Channel Analysis, Power Analysis Attack, DPA, CPA, Data Masking, MLP
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